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ABSTRACT

In an era increasingly shaped by digital interconnectivity, cyber terrorism has emerged as a critical threat to
national security across the globe. This article undertakes a comparative legal analysis of the diverse
frameworks adopted by key jurisdictions—namely the United States, European Union, India, China, and
Russia—to counter cyber terrorism. The research explores how legal systems respond to the evolving nature of
cyber threats, examining statutory measures, institutional mechanisms, and the intersection of cybersecurity
with civil liberties. Methodologically, the study employs a doctrinal and comparative approach, analyzing legal
instruments, policy documents, and international treaties, such as the Budapest Convention and the Tallinn
Manual.

The findings reveal significant divergences in national approaches, shaped by geopolitical contexts, governance
models, and constitutional values. While some jurisdictions emphasize surveillance and preventive controls,
others prioritize data protection and transparency. A critical gap identified is the absence of a universally
accepted definition and enforcement mechanism for cyber terrorism, leading to fragmented responses and
difficulties in international cooperation.

This article argues for the urgent need to harmonize legal definitions, strengthen cross-border collaboration,
and develop a balanced framework that upholds both security and fundamental rights in cyberspace. The study
contributes to ongoing debates on global cybersecurity governance and offers policy recommendations aimed at
legal convergence and cooperative enforcement strategies.
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1. INTRODUCTION

The 21st century has witnessed an unprecedented transformation in how states perceive and safeguard national
security. As technological innovation has advanced, so too have the threats posed by malicious actors operating
in cyberspace. Among the gravest of these threats is cyber terrorism, a phenomenon that transcends borders,
disrupts critical infrastructure, and challenges conventional legal and security paradigms.

Cyber terrorism broadly refers to the unlawful use of digital technologies—such as malware, ransomware,
denial-of-service attacks, or cyber-infiltration of vital systems—with the intent to cause terror, violence, or
significant disruption to national governance and civilian life." Unlike traditional terrorism, which relies on
physical violence, cyber terrorism exploits the vulnerabilities of information systems and operates in a domain
where attribution is elusive and jurisdictional limits are blurred.?

In this digitally interdependent world, national security is no longer confined to physical borders. State actors
and private individuals alike face growing risks to financial systems, health infrastructure, energy grids, and
communication networks.® Governments must therefore recalibrate their legal frameworks to respond not only
to new forms of terrorism but also to evolving expectations around privacy, civil liberties, and digital rights.
The legal balancing act—between safeguarding national interests and protecting individual freedoms—is now
more delicate than ever.

This article seeks to explore and critically assess how different jurisdictions are addressing cyber terrorism
through their national security laws. The rationale for adopting a comparative legal approach lies in the stark
variations across legal systems. Democracies such as the United States and India have leaned towards
incorporating cyber threat provisions within broader counter-terrorism statutes, while authoritarian regimes like
China and Russia have integrated cyber security measures with surveillance-heavy and sovereignty-oriented

! Dorothy E. Denning, 'Cyberterrorism: The Logic Bomb versus the Truck Bomb' (2000)
https://faculty.nps.edu/denning/infosec/infosec.htm accessed 15 May 2025.

*Thomas Rid, 'Cyber War Will Not Take Place' (Oxford University Press 2013).

*Michael Chertoff and Tobby Simon, ‘The Impact of the Dark Web on Internet Governance and Cyber Security' (World
Economic Forum 2015) https://www.weforum.org/reports accessed 15 May 2024.
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legislation." Meanwhile, the European Union presents a unique supranational legal model that blends
cybersecurity, fundamental rights, and cross-border enforcement cooperation.

The central research questions this study addresses are:
o  How do national legal systems define and respond to cyber terrorism?
o  What institutional and legislative mechanisms are in place to tackle cyber threats to national security?

o  What are the implications of differing legal frameworks on global cybersecurity cooperation and individual
rights?

To answer these questions, this article employs a doctrinal and comparative legal methodology, relying on the
analysis of statutes, treaties, case law, and national security policies across five jurisdictions: the United States,
European Union, India, China, and Russia. These jurisdictions were selected based on their strategic
geopolitical roles, digital infrastructure capacities, and the diversity of their legal and constitutional systems.
The article also refers to relevant international instruments such as the Budapest Convention on Cybercrime and
guidance from the Tallinn Manual to contextualize the role of international law in shaping national approaches
to cyber terrorism.

2. UNDERSTANDING CYBER TERRORISM

As the digital world continues to expand, so does the landscape of threats that exploit its vulnerabilities. Among
the most pressing of these threats is cyber terrorism, a term frequently invoked but inconsistently defined across
legal, policy, and academic discourse. A nuanced understanding of cyber terrorism begins with distinguishing it
from cybercrime, and examining its core characteristics, methods, and the actors involved.

2.1 Cybercrime vs. Cyber Terrorism

Cybercrime typically refers to illegal activities carried out through digital means for personal or financial gain,
such as identity theft, phishing, or ransomware attacks.” These acts are often opportunistic and profit-driven,
lacking a broader ideological motive.

In contrast, cyber terrorism involves the deliberate use of cyber tools to cause disruption, fear, or violence, often
motivated by political, religious, or ideological objectives.? The intention is not merely economic damage but to
coerce governments or intimidate civilian populations—mirroring the aims of traditional terrorism.* What
separates a cyber terrorist from a cybercriminal, therefore, is not just the tool used, but the purpose behind its
deployment.

2.2 Techniques of Cyber Terrorism

Cyber terrorists employ a range of tactics to compromise security and instill fear. Distributed Denial-of-Service
(DDoS) attacks, for example, flood targeted servers to bring down essential services such as government
websites or banking platforms.”> More sophisticated strategies include the infiltration of critical infrastructure
systems, such as power grids, air traffic control, or nuclear plants—potentially leading to catastrophic real-
world consequences.®

!Alena V. Ledeneva, Can Russia Modernise? Sistema, Power Networks and Informal Governance (Cambridge University
Press 2013); Samm Sacks, 'China’s Cybersecurity Law Takes Effect: What to Expect' (Council on Foreign Relations, 2017)
https://www.cfr.org/blog accessed 15 May 2024.

“Council of Europe, Convention on Cybercrime (Budapest Convention) ETS No.185 (opened for signature 23 November
2001, entered into force 1 July 2004).

*Dorothy E Denning, ‘Activism, Hacktivism, and Cyberterrorism: The Internet as a Tool for Influencing Foreign Policy’ in
John Arquilla and David Ronfeldt (eds), Networks and Netwars: The Future of Terror, Crime, and Militancy (RAND
Corporation 2001).

*Gabriel Weimann, Cyberterrorism: The Sum of AIl Fears? (US |Institute of Peace, 2004)
https://www.usip.org/sites/default/files/resources/sr119.pdf accessed 15 May 2024.

*Bruce Schneier, Click Here to Kill Everybody (W.W. Norton 2018).

®National Research Council, Technology, Policy, Law, and Ethics Regarding U.S. Acquisition and Use of Cyberattack
Capabilities (The National Academies Press 2009).
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Cyber terrorism is not limited to digital vandalism; it can escalate into cyber-physical threats, where malware
like Stuxnet is used to damage physical machinery.® The evolution of such techniques demonstrates that cyber
terrorism now poses not just virtual but existential risks to national security.

2.3 Definitional Challenges and International Ambiguity

Despite its growing relevance, no universally accepted legal definition of cyber terrorism exists in international
law. The Budapest Convention on Cybercrime (2001), the most prominent global treaty addressing cyber
threats, does not directly define or criminalise cyber terrorism.’Similarly, United Nations resolutions on
counter-terrorism often address digital threats only tangentially, leaving states to adopt divergent and sometimes
inconsistent definitions.

This lack of consensus complicates global cooperation. What one nation may treat as an act of cyber terrorism,
another may view as cyber espionage or even legitimate state conduct.® The definitional ambiguity also affects
law enforcement coordination, extradition, and jurisdictional claims.

2.4 Non-State Actors and State-Sponsored Threats

Cyber terrorism is perpetrated by both non-state actors, such as extremist groups or hacktivist collectives, and
state-sponsored entities that use digital proxies to achieve political objectives. Groups like ISIS have
demonstrated sophisticated online propaganda strategies and cyber capabilities to recruit, radicalise, and
coordinate attacks.’

On the other hand, state-sponsored cyber units, such as Russia’s Fancy Bear or China’s APT10, have been
linked to cyber intrusions that blur the line between espionage and terrorism.® These actors often operate in a
grey zone, leveraging plausible deniability while advancing strategic objectives. Such threats reveal a critical
dimension of cyber terrorism: its potential to function as a tool of asymmetric warfare.

3. CYBER TERRORISM AND NATIONAL SECURITY: LEGAL AND POLICY CHALLENGES

Cyber terrorism presents not only technical and strategic threats but also complex legal and policy challenges.
Unlike conventional acts of terrorism, which are often spatially and temporally confined, cyber operations
transcend physical borders, involve anonymous actors, and exploit the very infrastructure states depend upon
for governance and security. As a result, states are confronted with the need to craft legal frameworks that are
effective, rights-compliant, and internationally coherent—an objective that remains elusive.

3.1 The Dual-Use Dilemma of Cybersecurity Tools

One of the most pressing legal challenges in addressing cyber terrorism is the dual-use nature of cyber
technologies. The same software or tool used for cybersecurity and legitimate surveillance can also be
weaponised for malicious or repressive purposes.® Tools like zero-day exploits, network scanners, and
penetration testing utilities may serve both national defence and cyber offensive agendas.

This dual-use dilemma raises serious concerns for legal regulation. Overbroad legal provisions, such as blanket
bans on encryption or the criminalisation of “unauthorised access” without contextual safeguards, may deter
ethical hacking and undermine legitimate cybersecurity research. Conversely, permissive regimes risk enabling
state abuse under the guise of national security.

'Kim Zetter, Countdown to Zero Day: Stuxnet and the Launch of the World's First Digital Weapon (Crown Publishing
2014).

Council of Europe (n 1); see also NATO CCDCOE, Tallinn Manual 2.0 on the International Law Applicable to Cyber
Operations (Cambridge University Press 2017).

*Europol, Internet Organised Crime Threat Assessment (IOCTA) 2016 https://www.europol.europa.eu accessed 15 May
2025.

*Eneken Tikk, Kadri Kaska and Liis Vihul, International Cyber Incidents: Legal Considerations (NATO CCDCOE 2010).

*US Department of Justice, ‘Chinese Hackers Indicted for Global Computer Intrusion Campaigns’ (20 December 2018)
https://www.justice.gov/opa accessed 15 May 2024

®Kristen Eichensehr, ‘The Law & Politics of Cybersecurity' (2017) 67(3) Duke LJ 379.
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3.2 Balancing National Security with Civil Liberties and Privacy

The fight against cyber terrorism often results in a delicate trade-off between national security and civil
liberties. Governments have increasingly expanded surveillance powers, enacted data retention mandates, and
enabled real-time monitoring of online activity.

While such measures may be necessary to detect and prevent cyberattacks, they frequently clash with the right
to privacy, freedom of expression, and due process guarantees under constitutional and international human
rights law.? For instance, the USA’s PATRIOT Act and India’s Section 69 of the Information Technology Act
allow government interception of digital communications under broad national security grounds, often with
limited judicial oversight.®International human rights bodies, including the UN Special Rapporteur on the Right
to Privacy, have repeatedly stressed the need for proportionate and transparent laws that respect the principles of
legality and necessity.* The absence of such safeguards can turn counter-terrorism policy into a tool of
authoritarian control rather than democratic resilience.

3.3 Jurisdictional and Sovereignty Issues in Cyberspace

Cyber terrorism also exposes deep jurisdictional tensionsin international law. Cyberspace is a shared, borderless
domain, yet most legal systems are territorially grounded. Attacks can be launched from one jurisdiction, routed
through multiple others, and target victims across the globe—all within seconds. This leads to confusion over
which state has jurisdiction to investigate, prosecute, or seek redress.’

Some states assert data sovereignty, requiring all data generated within their territory to be stored and processed
locally (as in China and Russia), while others advocate for free data flows under international trade norms.®
Such divergent approaches hinder international cooperation and lead to conflicting legal obligations for
transnational corporations, especially in relation to content takedowns, data disclosure, or cyberattack
investigations.

3.4 Attribution Challenges and Cross-Border Enforcement

Perhaps the most persistent challenge in cyber terrorism law is attribution—accurately identifying the
perpetrator behind a cyberattack. The anonymity of cyberspace, combined with tactics like IP spoofing, botnets,
and proxy servers, makes attribution technically difficult and legally contestable.” Even when states possess
intelligence pointing to a threat actor, they often refrain from disclosing it due to diplomatic sensitivities or
intelligence protection.

This uncertainty severely impairs cross-border enforcement. Mutual legal assistance treaties (MLATS),
extradition requests, and coordinated cyber forensics are often slow, inconsistent, or politically constrained.®
Without mechanisms for swift and trusted attribution, states are hesitant to cooperate fully, and private entities
struggle with legal uncertainty when disclosing breaches or complying with foreign cyber laws.

These issues underscore the need for more robust and harmonised international norms, not only to define cyber
terrorism but also to establish cooperative enforcement modelsthat respect sovereignty while ensuring
accountability.

! Tim Stevens, Cyber Security and the Politics of Time (Cambridge University Press 2016) 128-132.

2 United Nations Office on Drugs and Crime (UNODC),The Use of the Internet for Terrorist Purposes (2012)
[https://mww.unodc.org](https://www.unodc.org) accessed 15 May 2024,

*Council of  Europe, Mutual Legal Assistance  Treaties ~ (MLATS) and Cybercrime(2018)
[https://www.coe.int](https://www.coe.int) accessed 15 May 2024.

*Joseph A Cannataci, ‘Report of the Special Rapporteur on the Right to Privacy’ (UN Doc A/HRC/46/37, 2021) para 17—
25.

*Michael N Schmitt (ed), Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations(CUP 2017).
® Anupam Chander and Uyén P Lg, ‘Data Nationalism’ (2014) 64(3) Emory LJ 677.

"Jason Healey and Robert Jervis, ‘The Escalation Inversion and the Future of Cyber Conflict’ (2015) 38(2) HKS Belfer
Center for Science and International Affairs [https://www.belfercenter.org](https://www.belfercenter.org) accessed 15 May
2024.
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4. INTERNATIONAL LEGAL FRAMEWORKS AND COOPERATION

In the absence of a binding, universal treaty on cyber terrorism, the international community relies on a
patchwork of treaties, manuals, soft law instruments, and multilateral cooperation to address cyber threats.
While progress has been made in establishing basic norms and fostering collaboration, significant gaps remain
in enforcement, harmonisation, and state accountability. This section explores key global and regional
instruments relevant to cyber terrorism and national security.

4.1 The Budapest Convention on Cybercrime: Scope and Limitations

The Convention on Cybercrime, adopted in 2001 by the Council of Europe (commonly known as the Budapest
Convention), remains the most influential international treaty addressing cybercrime. It provides a legal
framework for criminalising offences such as illegal access, data interference, system interference, and the
misuse of devices. Importantly, it also sets out mechanisms for international cooperation, including mutual legal
assistance and expedited data preservation.

However, its application to cyber terrorism is indirect at best, as the Convention does not explicitly define or
criminalise acts of terrorism conducted through cyberspace.? Furthermore, its Eurocentric origins have led to
limited global acceptance. Countries like Russia, China, and India have declined to accede to the treaty, citing
concerns over sovereignty, data access, and extraterritorial application.® A Second Additional Protocol adopted
in 2022 seeks to strengthen cross-border cooperation, but widespread ratification remains a challenge.*

4.2 Tallinn Manuals: Cyber Warfare and the Laws of Armed Conflict

The Tallinn Manual 1.0 (2013) and Tallinn Manual 2.0 (2017), developed under the auspices of the NATO
Cooperative Cyber Defence Centre of Excellence (CCDCOE), represent scholarly efforts to interpret how
existing international law applies to cyber operations.® Tallinn 1.0 focused on cyber operations during armed
conflict, while Tallinn 2.0 expanded the scope to include peacetime international law, such as sovereignty, due
diligence, and countermeasures.®

While non-binding, these manuals are highly influential in shaping state behaviour and academic discourse.
They are particularly relevant for state-sponsored cyber terrorism or cyber operations that resemble acts of war.
However, their practical impact is limited by the absence of state consensus, particularly around the threshold of
"armed attack" in cyberspace and the legality of cyber countermeasures.’

4.3 United Nations Resolutions and the OEWG on Cyber Norms

The United Nations has taken several initiatives to address international cybersecurity and cyber threats through
two primary tracks: the Group of Governmental Experts (GGE) and the Open-Ended Working Group (OEWG).
The 2021 OEWG report reaffirmed the applicability of international law in cyberspace and endorsed voluntary
norms for responsible state behaviour.?

UN General Assembly Resolutions have also condemned the use of ICTs for terrorist purposes and called on
states to prevent terrorists from exploiting cyberspace.’ However, these are non-binding instruments, and
disagreements persist among states over the interpretation of sovereignty, attribution, and enforcement.

The lack of a binding international treaty on cyber terrorism, despite growing momentum, reflects deep
divisions in geopolitical interests, especially between liberal democracies and authoritarian regimes.

"Dennis Broeders and Bibi van den Berg, ‘Governance of Cybersecurity: Three Lessons from the Budapest Convention’
(2020) 2 Journal of Cyber Policy 70.

’India’s Ministry of External Affairs, 'India’s Position on the Budapest Convention' (2018) https://www.mea.gov.in
accessed 15 May 2024,

%Council of Europe, 'Second Additional Protocol to the Convention on Cybercrime' (2022)
https://www.coe.int/en/web/cybercrime accessed 5th May 2024

*Michael N Schmitt (ed), Tallinn Manual on the International Law Applicable to Cyber Warfare (CUP 2013).
*Michael N Schmitt (ed), Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations (CUP 2017).
®Sean Watts, ‘The Tallinn Manual 2.0 and Sovereignty in Cyberspace’ (2017) 95(1) Texas Law Review Online 71.

"United Nations, 'Report of the Open-ended Working Group on Developments in the Field of Information and
Telecommunications in the Context of International Security' (2021) UN Doc A/75/816.

SUNGA Res 73/27 (11 December 2018) UN Doc A/RES/73/27.
*ASEAN, 'Cybersecurity Cooperation Strategy 2021-2025' https://asean.org accessed 15 May 2024.
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4.4 Regional Frameworks: ASEAN, African Union, and EU Strategies
Several regional organizations have advanced cyber cooperation frameworks tailored to local contexts:

e ASEAN has adopted the ASEAN Cybersecurity Cooperation Strategy, promoting joint exercises,
information sharing, and capacity-building." While not legally binding, it represents a collective political
commitment among Southeast Asian states.

e The African Union Convention on Cyber Security and Personal Data Protection (Malabo Convention),
adopted in 2014, is Africa’s first continent-wide legal framework on cybercrime, data protection, and
cybersecurity governance. However, ratification remains low, limiting its enforceability.

e The European Union, under its Cybersecurity Act (2019) and the NIS2 Directive, has established a
relatively robust legal and institutional architecture, including ENISA, the EU Agency for Cybersecurity.®
The EU model prioritises critical infrastructure protection, mandatory breach reporting, and international
cooperation, while also safeguarding digital rights under the General Data Protection Regulation (GDPR).

4.5 Interpol and NATO Cooperation

Interpol plays a vital role in cybercrime intelligence, supporting cross-border investigations through its
Cybercrime Directorate and Cyber Fusion Centre.* It facilitates law enforcement collaboration across
jurisdictions, offering threat databases and digital forensics support. However, its efficacy is limited by states’
political will, legal constraints, and technological disparities.

NATO, while primarily a military alliance, recognises cyber defence as a core collective security priority. Since
the Wales Summit in 2014, NATO has affirmed that a severe cyberattack could trigger Article 5 of the North
Atlantic Treaty. '* Tt supports member states through cyber resilience training, policy harmonization, and
defense exercises, although operational intervention remains rare.

5. COMPARATIVE NATIONAL APPROACHES

National responses to cyber terrorism vary significantly based on legal traditions, political systems, and levels
of digital infrastructure. This section provides a comparative overview of how five key jurisdictions—the
United States, European Union, India, China, and Russia—approach cyber terrorism through their legal and
institutional frameworks.

5.1 United States
The United States has developed one of the most extensive cybersecurity legal frameworks. Key legislation
includes:

e The USA PATRIOT Act (2001), which expanded surveillance and investigatory powers for terrorism-
related offences.’

e  The Cybersecurity Information Sharing Act (CISA) (2015), which facilitates threat intelligence sharing
between the private sector and federal agencies.®

e  The Foreign Intelligence Surveillance Act (FISA) and the FISA Amendments Act, which provide legal
bases for digital surveillance of foreign threats.’

Institutionally, agencies like the National Security Agency (NSA), Department of Homeland Security (DHS),
and US Cyber Command coordinate cyber defence, intelligence, and response. The US also employs cyber
sanctions regimes, targeting state-sponsored threat actors, such as those in Russia, North Korea, and China.*

!African Union, Malabo Convention (2014) https://au.int accessed 15 May 2024.

“Regulation (EU) 2019/881 (Cybersecurity Act); Directive (EU) 2022/2555 (NI1S2 Directive).

}INTERPOL, 'Cybercrime Directorate' https://www.interpol.int/en/Crimes/Cybercrime accessed 15 May 2025.
*NATO, 'Cyber Defence Pledge' (2016) https://www.nato.int accessed 15 May 2024.

*USA PATRIOT Act 2001, Pub L No 107-56, 115 Stat 272.

®Cybersecurity Information Sharing Act (CISA) 2015, Division N of the Consolidated Appropriations Act, Pub L No 114
113, 129 Stat 2242.

"Foreign Intelligence Surveillance Act (FISA) 1978, 50 USC §§ 1801-1885; see also FISA Amendments Act of 2008, Pub
L No 110-261.
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5.2 European Union
The EU’s response focuses on regulatory harmonization, privacy protection, and institutional coordination.

e The NIS2 Directive strengthens cyber resilience by mandating risk management and incident reporting for
critical sectors.”

e The General Data Protection Regulation (GDPR) intersects with cybersecurity by imposing strict data
breach notification rules.

e The European Union Agency for Cybersecurity (ENISA) leads the certification and policy standardization
effort across member states.’

e Member states also implement their own counter-terrorism laws, such as France’s Loi sur la
sécuritéintérieure, often coordinated with Europol and Eurojust.

The EU’s legal model is unique in integrating cybersecurity with data protection, although operational
enforcement varies across states.

5.3 India
India’s approach is evolving and marked by a strong emphasis on digital sovereignty and control.

e The Information Technology Act, 2000, as amended in 2008, is the foundational law addressing cyber
offences, including provisions under Sections 66F for cyber terrorism.”

e  The National Cyber Security Policy (2013) outlines strategic priorities for critical infrastructure protection
and capacity-building.

e The Proposed Digital India Act (2023) seeks to overhaul outdated laws and introduce stricter data
governance, content regulation, and compliance mechanisms.®

However, cyber terrorism is not comprehensively defined, and enforcement mechanisms remain
underdeveloped. Coordination across agencies like CERT-In, NCIIPC, and law enforcement is often
fragmented.

5.4 China
China maintains a highly centralised and control-oriented model:

o  The Cybersecurity Law (2017) and Data Security Law (2021) impose strict localisation, content control,
and compliance requirements on both domestic and foreign firms.®

e  The cyber sovereignty doctrine underpins China's legal stance, asserting state control over all information
flows within its digital borders.

e The use of mass surveillance, Al-based social monitoring, and cyber offensive capabilities has attracted
global scrutiny.

While effective in prevention, China’s approach raises serious concerns over privacy, freedom of expression,
and due process.

'Executive Order 13694 (2015) ‘Blocking the Property of Certain Persons Engaging in Significant Malicious Cyber-
Enabled Activities’, https://www.federalregister.gov/documents/2015/04/02/2015-07788 accessed 15 May 2025.

“Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on measures for a high
common level of cybersecurity across the Union (NIS2 Directive) [2022] OJ L333/80.

*Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on ENISA and on information
and communications technology cybersecurity certification (Cybersecurity Act) [2019] OJ L151/15.

*Information Technology Act 2000 (India), as amended by the Information Technology (Amendment) Act 2008, s 66F
(cyber terrorism).

*Ministry of Electronics and Information Technology (India), ‘Digital India Act, 2023 — Consultation White Paper’
https://www.meity.gov.in accessed 15 May 2024.

®Cybersecurity Law of the People’s Republic of China (2017), Standing Committee of the National People’s Congress,
Order No. 53; see also Data Security Law (2021).
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5.5 Russia
Russia’s cyber policy is tightly linked with its national security doctrine.

e The Sovereign Internet Law (2019) allows the state to isolate its internet infrastructure from the global
web.!

e The Russian legal framework facilitates extensive surveillance, mandatory data localisation, and
government access to encrypted communications.

e Russia has been associated with cyber retaliation, including operations targeting elections and
infrastructure in Western states.’

While framed as a defence strategy, these measures also reflect a broader information control agenda, with
implications for civil liberties.

Comparative Graph: Cyber Legislation Strength vs Freedom

The graph below illustrates a comparative score of cyber legislation strength and cyber freedom (freedom from
surveillance and censorship), showcasing the trade-offs made by various countries in their approaches to
national cybersecurity.

Comparative Overview: Cyber Legislation Strength vs Freedom
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6. Critical Analysis and Comparative Insights

As cyber terrorism continues to evolve as a global threat, the national responses of various states reveal both
shared concerns and stark divergences. While all major powers recognise the strategic importance of securing
cyberspace, their legal frameworks, governance structures, and normative commitments differ significantly.
This section presents a comparative analysis of those trends, highlighting the key themes, contradictions, and
legal tensions that define global cyber terrorism law.

6.1 Common Features and Divergences in National Frameworks

Across jurisdictions, a few common features are evident:

e  The recognition of cyberspace as a domain critical to national security.

e  Growing integration between cyber defence and counter-terrorism efforts.

o Legislative focus on protecting critical infrastructure and securing national databases.

'Federal Law No. 90-FZ of 1 May 2019 (Russia), amending the Law on Communications and Law on Information,
Information Technologies and Protection of Information (Sovereign Internet Law).

2US Office of the Director of National Intelligence, ‘Foreign Threats to the 2020 US Federal Elections’ (March 2021)
https://mww.dni.gov accessed 15 May 2024,
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However, significant divergences arise in legal definitions, institutional oversight, and respect for fundamental
rights. For instance, while the United States and European Union emphasise private-sector cooperation and
judicial oversight, China and Russia operate under centralised control with extensive state surveillance." The
European Union’s GDPR model prioritises data privacy, whereas India’s IT Act still lacks a dedicated personal
data protection framework.? These variations complicate cross-border cooperation and fragment the
international response to cyber terrorism.

6.2 Impact of Geopolitical Ideologies on Cyber Law Development

Cyber law is not developed in a vacuum; it is shaped by geopolitical ideology and domestic political values.
Liberal democracies tend to embed cybersecurity within broader constitutional principles—such as
proportionality, due process, and transparency.® In contrast, authoritarian regimes justify expansive state
surveillance and digital controls in the name of sovereignty and regime security.

This ideological divide has global consequences. China’s cyber sovereignty doctrine, for example, promotes
tight state control over data flows, influencing other nations through digital infrastructure projects under the
Digital Silk Road.* The US model, on the other hand, favours open internet governance but faces criticism for
extraterritorial surveillance programmes revealed by the Snowden disclosures.® These competing visions make
it harder to establish a universally accepted framework for cyber terrorism and international cooperation.

6.3 Overcriminalization and Human Rights Concerns

Many national laws addressing cyber terrorism adopt broad and vague definitions, criminalising a wide range of
online conduct without sufficient safeguards. India’s Section 66F of the IT Act, for example, defines cyber
terrorism in expansive terms that could encompass legitimate online activism.® Similarly, Russia’s laws on
information security and extremism have been criticised for suppressing dissent under the guise of countering
digital threats.”

This overcriminalization risks undermining freedom of expression, privacy, and access to information,
particularly when cybersecurity laws are used to target journalists, researchers, or political opposition.®
International human rights bodies have repeatedly called for cybercrime legislation to comply with the
principles of legality, necessity, and proportionality.®

6.4 Gaps in Harmonization and Global Enforcement

Despite several international efforts—including the Budapest Convention, Tallinn Manual, and UN OEWG
processes—there remains no globally binding treaty on cyber terrorism. The lack of uniform definitions,
extradition standards, and digital evidence protocols hinders meaningful international enforcement.™

Moreover, attribution challenges and mistrust between states (especially in the context of US-Russia-China
relations) slow down real-time cooperation.'* Regional bodies such as the EU and ASEAN have made progress,
but their frameworks are often limited by geography and political alignment.

!Laura DeNardis, The Global War for Internet Governance (Yale University Press 2014).

ZJustice B.N. Srikrishna Committee Report, ‘A Free and Fair Digital Economy: Protecting Privacy, Empowering Indians’
(2018) https://www.meity.gov.in accessed 2 May 2024.

3UN Human Rights Council, ‘The Right to Privacy in the Digital Age’ (2017) UN Doc A/HRC/34/7.

“Samantha Hoffman, ‘Engineering Global Consent: The Chinese Communist Party’s Data-Driven Power Expansion’
(ASPI, 2019) https://www.aspi.org.au accessed 15 May 2024.

>Glenn Greenwald, No Place to Hide: Edward Snowden, the NSA, and the US Surveillance State (Hamish Hamilton 2014).
®Information Technology Act 2000 (India), s 66F.
"Human Rights Watch, ‘Russia: New Laws Chill Online Speech’ (2019) https://www.hrw.org accessed 15 May 2025

8UN Special Rapporteur on Freedom of Opinion and Expression, ‘Report on Surveillance and Human Rights’ (2019) UN
Doc A/HRC/41/35.

UN General Assembly, ‘Resolution on the Promotion, Protection and Enjoyment of Human Rights on the Internet’ (2021)
UN Doc A/RES/76/173.

Council of Europe, ‘Second Additional Protocol to the Convention on Cybercrime’  (2022)
https://www.coe.int/en/web/cybercrime accessed 15 April 2024.
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The need of the hour is a multilateral consensus on cyber norms, rooted in international law, human rights, and
operational cooperation—particularly to deal with transnational terrorism that exploits cyberspace as a low-cost,
high-impact battlefield.

8. CONCLUSION AND RECOMMENDATIONS

In the digital age, cyber terrorism represents a rapidly evolving and deeply transnational threat to national and
global security. This article’s comparative legal analysis has revealed that while the urgency of addressing cyber
terrorism is universally acknowledged, the strategies and frameworks adopted by different countries remain
highly fragmented. The United States and the European Union have focused on security measures that seek to
maintain a balance between national interest and fundamental rights. In contrast, China and Russia have adopted
sovereignty-centric, control-heavy approaches that prioritise state authority and surveillance. India’s legal
framework, though growing in ambition, is yet to comprehensively define and address cyber terrorism with the
clarity and cohesion required for effective enforcement.

Four major challenges emerge across these jurisdictions. First is the absence of a universally accepted definition
of cyber terrorism, which hinders legal clarity and coordinated action. Second, the dual-use nature of cyber tools
complicates regulation, as the same technologies can serve both protective and offensive purposes. Third, many
cyber laws suffer from overcriminalization, often threatening civil liberties like privacy, free speech, and due
process. Finally, the lack of harmonised global enforcement mechanisms significantly weakens international
cooperation, especially in addressing cross-border threats and ensuring effective attribution.

To overcome these challenges, the article proposes several key recommendations. There is an urgent need for
the international community—ideally under the guidance of the United Nations—to develop a globally accepted
and legally sound definition of cyber terrorism. A clear, uniform definition will aid in harmonising prosecution
standards, enhancing cross-border investigations, and eliminating ambiguities that currently lead to inconsistent
national practices.

Secondly, national laws must be aligned with international frameworks such as the Budapest Convention on
Cybercrime, which already provides a functional legal basis for cooperation in cybercrime investigation.
Countries that are not parties to such treaties—Ilike India—should either join or engage in developing alternative
multilateral agreements that respect sovereignty while ensuring interoperability.

Third, cybersecurity governance must be grounded in democratic principles. Any expansion of surveillance or
criminal provisions must be accompanied by robust safeguards for privacy, transparency, and accountability.
Vague and sweeping legal provisions should be replaced with narrowly defined statutes that pass the tests of
necessity and proportionality under international human rights law.

Fourth, multilateral institutions such as Interpol, ENISA, ASEAN, and the UN Open-Ended Working Group
must be empowered to lead global norm-setting in cybersecurity. These bodies can foster regional frameworks,
share best practices, and act as platforms for capacity-building, especially in the Global South where cyber
infrastructure is rapidly growing but remains under-protected.

Finally, states should invest in advanced attribution technologies and build meaningful public-private
partnerships with technology firms, critical infrastructure providers, and civil society organisations. Cooperation
with private actors is indispensable, given that much of the internet’s infrastructure and cyber intelligence
capacity lies outside direct government control.

In conclusion, a unified, transparent, and rights-respecting approach to cyber terrorism is essential to secure
digital spaces without compromising democratic values. The future of national security in cyberspace will
depend not only on laws and firewalls but on collective political will and ethical governance.
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